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Co je to (D)DoS

Denial of Service (DoS) nebo distributed Denial of Service (DDoS) (Cesky
odmitnuti sluzby) je technika utoku na internetové sluzby nebo stranky, pfi
niz dochazi k prehlceni pozadavky a padu nebo minimalné nefunkCnosti a
nedostupnosti pro ostatni uzivatele. [wikipedia]
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Typy (D)DoS utoku

e DDoS

e syn flood

e udp flood

e http(s) flood

e connection flood

e DoS
e slow*, RUDY

e exploit
e forkbomby, SQL wildcard, ...
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Statistika (D)DoS utoku

e celosvéetove
e 60% utokd do 1Gbps

e 75% utoku se zamérovalo na HTTP
e 90% trva méné nez hodinu

e 16% organizaci reaguje automaticky

e nejvetsi zaznamenany utok - 400Gbps (Cloudflare)
e problemyv EU

e nejveétsi zaznamenany utok na IPv6 - 6Gbps
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Motivace k (D)DoS utoku

e idealy
e hacktivism

® penize
e vydirani
e konkurencni boj
e kryti primarniho cile
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Detekce (D)DoS utoku
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Stack/NIC tuning

e sitove karty a kanaly
e preruseni a irgbalance

e Linux stack
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Stack tuning

net.
net.
net.
net.

net.

ipvié
ipvié
ipvié
ipvié
ipvié

.1p local port range = 4096 65535
.tcp tw reuse =1

.tcp max tw buckets=30000

.tcp fin timeout = 10

.tcp syncookies=1
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Syncookies

SYN SEQ (A)

9

User

SYN

secure_tcp_syn_cookie(...)

SYN SEQ (B+1)
ACK SEQ = Cookie + 1 (C)

SYN+ACK

ACK

SYN SEQ = Cookie
ACK SEQ = A+1 (B)

check_tcp_syn_cookie(C,...)

Web
server
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Syncookies

nedrzime lokalni stav
# sysctl -w net.ipvéd.tcp syncookies=[0]1]2]

e 1 - aktivni, pokud je prekroCena velikost backlogu
e 2 -trvale zapnuti

e nedostatky
e vykon (SHA1)
e listen lock - 3WHS!
e ignoruje window size
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Conntrack

« ochrana proti ACK a SYN/ACK utokdm

# sysctl -w net/netfilter/nf conntrack tcp loose=0

# iptables -m state --state INVALID -3j DROP

e net.netfilter.nf conntrack max = 2000000
e echo 2000000 >

/sys/module/nf conntrack/parameters/hashsize
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Synproxy

e kernel 3.13
e SYN flood
e listen() lock
e conntrack

e pracuje na netrackovanych spojeni
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Synproxy

Initiator

Non-Attack Behavior

Firewall/Proxy

(

Listener

Spoofed SYN

SYN-ACK

Spoofed ACK

>

(Data packets exchanged,
with Sequence Numbers translated by Proxy)

Initiator

Att

Attack Behavior
Firewall/Proxy

ack SYNs

Listener

(No SYN segments ever seen by Listener)
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Synproxy

# iptables -t raw -I PREROUTING -i ethO -p tcp -m tcp
-m multiport --syn —--dports 80,443 -7 CT --notrack

# iptables -A INPUT -1 ethO -p tcp -m tcp -m
multiport --dports 80,443 -m state --state INVALID,
UNTRACKED -7 SYNPROXY --sack-perm --timestamp --
wscale 7 —--mss 1460

# iptables -A INPUT -m state --state INVALID -J DROP
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Netfilter

e limitace (napfr. poCet logu za min)
iptables -t filter -A INPUT -m hashlimit --hashlimit-
upto 10/min --hashlimit-mode dstip —--hashlimit-name

lograte —--hashlimit-htable-expire 60000 -7 LOG --log-
prefix "Shorewall:INPUT:REJECT:" --log-level 6

e hashlimit
e default 65535

——hashlimit-htable-size 2097152

——hashlimit-srcmask 24
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Nginx zakladni nastaveni

worker processes = CPU * 2

worker connections 1024;

keepalive timeout 5;

client body timeout 10s;
client header timeout 10s;

send timeout 10s;

sendfile on; tcp nopush on; tcp nodelay on;

gzlp on;
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Nginx limitace

limit conn zone S$Sbinary remote addr
zone=conn limit per 1p:100m;

limit req zone Sbinary remote addr
zone=req limit per ip:100m rate=20r/s;

limit reqg status 499; limit conn status 499;

limit conn conn limit per ip 80;

limit reqg zone=req limit per 1p burst=20;

« SPDY (HTTP/2) - multiplexing!
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Nginx test_cookie

e rozliseni bota a Cloveka

e nepustit pozadavek, pokud v odpovedi neni validni
cookie

e podpora set-cookie I javascriptu

e Sifrovani cookie pomoci AES

e moznost zavrit spojeni po nastaveni cookie

e whitelisting
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Nginx test_cookie

“““:..»»-"""':} Cookie = MD5(SRCIP,
Secret)

Cookie
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Nginx mod_security

e dlouho jenom pro Apache
e podzim 2014 vySel modul pro Nginx
e ratelimit + blacklist

e tradiCni vs. anomaly based pristup
e inbound vs. outbound kontrola

e alternativa Naxsi
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Komercni moznosti

e Cloudflare
e 30 datacenter po celem svéte (kapacita 2Tbps)

e CDN, WAF
e Anycast DNS/TCP
e |Pv6 gateway

e free zakladni program

o Checkpomt (D)DoS protector

behavior-based engine
e reakce do 18s
e sitova i aplikacni uroven
e fada technik pro minimalizaci false positive stavu

e do40Gbps
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