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‘té Systémy kontroly vstupu

CSN norma (CSN EN 50133-2-1)

* Poplachové systémy — Systémy kontroly vstupu pro
pouziti v bezpecnostnich aplikacich

Individudlni / Centralizované
* Pozadavky (vCetné napf. IP kryti)
* Neresi zpUsob identifikace (pouze pocet moznosti)



n Motivace

Aredl koleji Strahov (CVUT)
Kazdy ma dnes néjakou RFID kartu

.. ale ne vichni jsou studenti CVUT
CVUT systém

Nasadit pro zajmové mistnosti



(52) RFID

Bezkontaktni karta

Mifare
— 13.56 MHz

Napr. OpenCard, NFC platebni karta,...
Studentskd karta CVUT

Od vyroby ma kazda karta jedinecné ID



Zakladni pozadavky

e Vyuzit stavajici karty

— Ale moznost pfidélit vlastni (non CVUT lidé)

Primé napojeni na IS

Jednoducha sprava

Rychly vyvoj (maly pocet jednotek)
Moznosti rozvoje do budoucna
Splfiovat CSN EN 50133-2-1 (ne 100%)



A Architektura

Dverni
jednotka

/ Okolni systémy
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Dverni jednotka




B Dvefnijednotka

e Zakladem je BeagleBone Black
— ~ mini pocitac ala Raspberry Pi
— Ma ale mnohem vic GPIO
— Distribuce Debian

e Puvodni navrh pocital s ARM Cortex M3 + ETH
modul — cenove srovnatelné s BBB






A SW dverni jednotky

* JavaScript
* Node.js

— JS platforma postavena nad V8
— event-driven, non-blocking 1/0 model
* NPM (node package manager)

— Knihovna Serialport
— Knihovna Onoff



Arduino (synchronni kod)

int led = 13;

void setup() {
pinMode(led, OUTPUT);

¥

void loop() {
digitalWrite(led, HIGH);
delay(1000);
digitalWrite(led, LOW);
delay(1000);

}



Node.js (asynchronni kéd I.)

var Gpio = require('onoff').Gpio,
led = new Gpio(17, 'out');

function on () {
led.writeSync(1);
setTimeout (off, 1000);

¥

function off () {
led.writeSync(9);
setTimeout(on, 1000);

}
on();



Node.js (asynchronni kéd Il.)

function on () {
led.write(1, function (err) {
if (err) throw err;
setTimeout(off, 1000);
1)
}

function off () {
led.write(@, function (err) {
if (err) throw err;
setTimeout(on, 1000);
1)
}

on();



Node.js (asynchronni kad Il.

function callFn(fn) {
return function (err) {
if (err) throw err;
setTimeout(off, 1000);

}

function on () {
led.write(1, callFn(off));

}

function off () {
led.write(@, callFn(on));

}

on();
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< Komunikace s ISem

* HTTPS

— Serverovy i klientsky certifikat
— Server i klient ovéruje Fingerprint certifikatu

 Komunikace pomoci REST

— RESTful webservice



REST

GET https://cards.is/auth/in/1234567890

Content-Type: json/application

"result”: "granted"



https://cards.is/auth/in/1234567890
https://cards.is/auth/in/1234567890

Q Jak zjistit mistnost

» Ctecka (posle pozadavek na IS)
—> zarizeni v siti
— prirazené v mistnosti
— do mistnosti ma pristup skupina

—> uzivatel
— ID karty



UKAZKA



Okolni systémy

=] Monitoring IZI SMS pfi naruseni
=k + |cinga >

* Observium
e Statistika provozu

B  Bezpecnostni kamery

e Zaznam pri otevreni

Vzdalena zprava dveri
* VPN, SSH
* Proxy

Néejaké dalsi napady...



ﬂ; Ctefka karet ctecka-muci %

= C A G httpsy/issh.ovut.cz/devices/16368 m{ <7 » =

1S o Rychlé hledani. | & & Adam Hoftica

Sit / Sitova zafizeni / admin Ctecka karet ctecka-mucima

Ctecka karet ctecka-mucirna
Majitel: & admin = Mistnost: Blok 9.-'512.?[ Stav ctecky: ]

# Upravit & Odstranit

V mistnosti Blok 9/5127 doslo k poruseni
skrinky cteckoveho systemu v 4.1.2014
22:47:26. Pac a pusu, Tvuj IS,

MNapiste zpravu




= C' A [J http://mucirna-kamera/

Mucirna
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28 [ \unin :: govl = is1.sh *x 9 %

« > C f .Dmunin.sh.cvut.czjgov‘l/is‘l.sh/index.html#system

Overview :: gov1 :: is1.sh
ﬂ MUNI N is1.sh :: [ disk network nginx processes system time ]

Problems
Critical (0)
Warning (1)
Unknown (0)

Groups
cloud
core
govl
gaov2
nms-h
veely

Categories

antivirus [dwmy ]
apache [dwmy]
disk[dwmy]

drbd [dwmy ]
exim[dwmy]
mysgl [dwmy]
network [ dw my ]
nfs [dwmy]

nginx [dw my ]
other [dwmy]
pdns [dwmy]
postix [dwmy ]
postgresgl [dw my]
power dns [ dw my ]
processes [dwmy]
sensors [dwmy ]
squid [dwmy]
system[dwmy]
time [dwmy ]
xen[dwmy]

10s/second read (-) / write (+)

7.0

6.0 -

5.0 -

4.0 -

3.0

20

Disk 10s per device - by day

1.0 -

0.0

Fri 00:00

v
Fril2:00 Sat 00:00
Min (-/+) Avg (-/+) Max (-/+)
0.00 /MS87.68m 6£42.25u/ 1.21 166.53m/ 6. 02
0.0 f/ 0.08 100.08u/A41. 7T5u 25 .51m/ 56. 56m
0.80 f 0.08 0.80 f ©.08 0.00 f 0.00
Last update: Sat Mar 1 87:45:12 2014

10s/second read (-) / write (+)

Disk 10s per device - by week

24 25 28 27 28
Min (-/+] Avg (-/+) Max (-/+]
9.00 /M557.84m  6.85m/ 1.25 5.85 / 20,85
0.00 / ©.00 224 800,974 83u 111 63m/211.91m

0.8 / 8.08 @.e0 ; 0.00 @.88 f 0.0
Last update: Sat Mar 1 07:40:12 2014

Average 10 Wait (seconds)

8m -

Erm -

4m -

2m -

Disk latency per device - by day

fog Ll jb_

Fri 00:00

bl

Fri12:00 Sat 00:00
Cur: Min: Avi: Max:
46. 57U 008 157. 58u 16, 46m
a. e 0.08 36. B3u 4. 66m
a.0e 0.08 0.8 0.08
Last update: Sat Mar 1 07:45:12 2014

Mverage 10 Wait (seconds)

Disk latency per device - by week

Mir: Max:
. e 287.51u 34.3Tm
[ a0 115. @6u 15. 36m
0.0 0.08 a.0e
Last update: Sat Mar 1 07:40:12 2014

Disk usage in percent - by day

Disk usage in percent - by week




Otazky?

Nejaké dalsi napady...

...ozvéte se mi!

Z/ Y,
Adam Horcica

mailto: a.horcica@sh.cvut.cz
twitter: @horcicaa
http://macgyver.sh.cvut.cz/




